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| NTRODUCTI ON

The Maritime Security Report is an unclassified quarterly
publication prepared to informthe comercial maritine industry,
senior Maritinme Adm nistration officials, the Secretary of
Transportation's Ofice of Intelligence and Security, and the
Federal Ad Hoc Working Group On Maritine Security Awareness.

The report focuses on international crimnal activity and
security issues which could pose a threat to U S. conmerci al
maritime interests and the novenent of U. S. civilian cargoes in
foreign trade.

The gl obal nature of U S. trade neans that U. S -flag ocean
carriers call ports in nearly every country, and cargoes owned by
U S interests may be enbarked on ocean vessels of any flag or in
any port worldwide. U S. commercial maritine interests,
therefore, can be jeopardi zed worl dwi de by a broad range of
crimnal activities, adversely affecting their conpetitiveness.

The Maritinme Security Report is intended to increase awareness of
the scope and severity of economc crine affecting U S. nmaritine
comerce. The Maritinme Adm nistration expects increased
awareness to contribute toward deterring crimnal exploitation of
the maritine transportation system its users and providers.

The Maritime Security Report is produced under the authorization
of Margaret D. Blum Associate Adm nistrator for Port,

I nternodal , and Environnental Activities. The information
contained in the report is based on our research and anal ysis of
recent, significant devel opnents, and is conpiled from commerci al
sources and U. S. Governnent reports.

Pl ease direct any questions and comrents on the information in
this report to Thomas Morelli, Coordinator, Maritine Intelligence
& Security, or John Pisani, Drector, Ofice of Ports and
Donestic Shipping, Maritime Adm nistration, U S. Departnment of
Transportation, 400 Seventh Street, SW Wshington, DC 20590, or
t el ephone (202) 366-5473/fax (202) 366-6988.
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EXECUTI VE SUMVARI ES

CARGO THEFT - Federal /1 ndustry Cooperation Form ng To Conbat
Ri sing Internodal Cargo Theft In the United States

United States' port cities and their hinterland areas are
experiencing dramatic increases in the theft and in-transit
hi jacking of entire containers and trailers.

* Cargo theft incidents are occurring nost frequently in
Florida, California, New York, and New Jersey,

* I ndustry estimates cargo theft losses in U S. exceed $10
billion and average one-half mllion dollars per incident,

* FBlI assesses the cargo theft problemto constitute a
serious threat to the flow of commerce in the United States.

STOMVWAYS - Maritine Industry Faces G owi ng R sk O Stowaways
Smuggl ed I n Containers As Refugees |ncrease

The risk for ports and ocean carriers is being elevated by the
forced mgration of mllions of people worldw de, now classified
as refugees. Adding to that risk is the increased use of
containers in organized crimnal conspiracies to smuggle
transnational asylum seekers to the West.

* St owaways di srupt service, cause direct costs and revenue
| osses for container vessel operators, and jeopardize
i nternational conmmerce,

* St owaways have posed a threat to crew and safe operation
of the ship, and often have died during the voyage.

VI ETNAM - Energence O Vietnam As A Transit Country For Heroin
Traffic I's Exploiting the Containerized Export Trade

The ports of Vietnam are vul nerable to being used by

sophi sticated snmuggling schenes which rely on conceal nent of
narcotics in shipnments of conmmercial containerized maritine
trade. They are utilizing front conpanies or exploiting
legitimate shippers in the process.

* Sout heast Asia's explosive growh in containerized
maritime trade i s causing port congestion and inefficiencies
expl oited by snuggl ers,



* Renoval of custons restrictions on cross-border trade,
proposed by comrercial interests, wll create nore
opportunities for snugglers.



CARGO THEFT - Federal /1 ndustry Cooperation Form ng To Conbat
Ri sing Internodal Cargo Theft In the United States

United States' port cities and their hinterland areas are
experiencing dramatic increases in the theft and in-transit

hi jacking of entire containers and trailers. Cargo theft

i nci dents have been particularly numerous in Florida, California,
New York, and New Jersey. Total cargo theft | osses nationw de
are estimated by industry to exceed $10 billion and average half
a mllion dollars per incident.

Cargo theft is being conmtted by highly organized and

sophi sticated crimnal groups with the ability to export stolen
mer chandi se out of the U S. to Mexico and countries in South
America, such as Brazil. Stolen cargo is also being exported to
t he grow ng nunmber of countries where Western consuner goods are
in demand. Many cargo theft gangs are conposed of expatriate
aliens of various ethnic groups, such as Vietnanese. The U S.
Federal Bureau of Investigation (FBlI) has assessed the cargo
theft problemto be so severe as to constitute a serious threat
to the flow of commerce in the United States.

Federal /I ndustry Cooperation. Law enforcenent, headed by the
FBI, along with the transportation industry's shippers, carriers,
and insurers, have achieved an unprecedented | evel of cooperation
whi |l e working together to conbat the grow ng problemof cargo
theft. In early 1996, a multijurisdictional undercover task
force, wth the cooperation of industry, concluded a |ong-term
investigation in South Florida. Arrested were 72 individuals
indicted for 34 cargo-related thefts valued at nore then $4
mllion. During 1995, simlar task forces have al so nade
significant cases in Southern California and the New Yor k/ New
Jersey vicinity. The arrests in Florida gave the final inpetus
to a national initiative, supported by the U S. Attorney Ceneral
and industry groups, to conbat cargo theft in the United States.

M am Conference. The arrests in South Florida precipitated the
first FBI Interstate Theft and Strategic Initiatives Cargo Theft
Conference, held in Mam during April 1996. The conference was
cosponsored by the National Cargo Security Council (NCSC), a
Washi ngt on- based governnent/industry coalition. |In attendance
were 45 FBI agents and 40 other cargo theft investigators from
around the country, along with prosecutors fromstate and U. S.
Attorney's offices. Oher governnent officials and 45
representatives fromthe transportation, shipping, and insurance
i ndustries conpleted the attendance. At the conference it was
enphasi zed that a nationw de cargo theft data base was needed in



order to devel op a conprehensive assessnent of the problem The
| ack of such a data base has been a prom nent obstacle to
effective cooperative action by the industry, local |aw
enforcenent, and U. S. governnent agenci es.

The Cost O Cargo Theft. The NCSC estimates that | osses due to
cargo theft in the United States have exceeded $10 billion. The
average value of a single cargo theft |oss now stands at about
$500, 000. The real cost, however, is neasured in its inpact on
productivity, possible loss of |life, rehiring, retraining, tine
spent with police, attorneys, claimadjustors, and the news
medi a. The real cost also includes difficulty replacing the
stol en goods and filling subsequent custoner orders, and | oss of
good will and reputation.

The cost for many carriers has beconme unacceptable, both in terns
of goods lost and rising insurance prem uns, according to John
Hyde, head of security in the Western Hem sphere for Maersk, Inc.
The potential |oss of trade at seaports is also a grow ng
concern. Paul Duffy, head of security for Tropical Shipping, has
pointed to the significant inpact of cargo theft on port related
regi onal econom es, encouraging that "good security is good

busi ness. "

Ti ghtening Transport Security. Goods are nore vul nerable during
truck transit than in the shipper's warehouse, which may be
especially secure. Consequently, high-value shippers are | ooking
for proof fromcarriers that they have tight freight security
controls. Desired features include tracking cargo, nonitoring
access to termnals, and verification and authentication of the
consignee's receipt of an order. Shippers are collecting and
anal yzing information about their |osses to determ ne which
carriers experience higher incidents of cargo theft. The

i ndustry expects that increased security concerns wll inprove

t he partnershi ps between shippers and carriers.

| nsurance Pressure. Conpani es have been reluctant to report
cargo theft | osses and risk potentially negative publicity and

hi kes in insurance premuns. |Inland marine and ocean mari ne

i nsurance underwiters have been heavily inpacted by cargo theft.
Those insurers have begun to require nore accountability for
security fromfirnms shipping and transporting cargo. The

i nsurance industry has forecast increases in prem uns and hi gher
deducti bles for those firns that do not reduce | osses by
deterring cargo theft. Firns with the worse |oss records may
have difficulty in obtaining insurance.



| ndustry Report To Congress. An NCSC del egati on nmade up of

i ndustry experts, headed by NCSC chai rman Ed Badol at o, presented
a briefing to Congressional staff nenbers in April 1996. NCSC
described "a growing U S. cargo theft crisis whose scope and

di mrensions are unrealized by nost outside of the cargo industry
and | aw enforcenment community.” NCSC reaffirnmed its estimate of
annual cargo theft |osses at $10 billion and spoke on the
necessity for an effective national systemfor reporting and
anal yzing cargo theft losses. In addition, NCSC identified the
need for action against international cargo theft gangs and for a
stiffening of crimnal penalties for cargo theft.

Cargo Theft Data Base. In md-April 1996, the Transportation
Loss Prevention and Security Council of the American Trucking
Associ ations (TLPSC, fornerly the National Freight C aimand
Security Council) began a secure, online cargo theft data base
service. The data base, called Cargo TIPS (Cargo Theft

| nformati on Processing System, is intended to enable industry
and | aw enforcenent to quantify cargo theft |osses. That data
could then be used to nonitor trends. Further analysis and its
application could be used to prevent future thefts by organi zed
groups whose nethods are patternistic, according to TLPSC
executive director Gail Toth.

Cargo TIPS can be accessed by specific topics including |ocation,
type of theft, and whether fatalities occurred during the

comm ssion of the crinme. It is hoped that Cargo TIPS will also
initiate some degree of standardization in the reporting of cargo
theft data by the transportation industry, the shippers of goods,
and the insurance industry. Uniformty of reporting format wl|l
facilitate analysis of the data and expedite use of the resulting
intelligence by | aw enforcenent. Expected outcones include

i nproved deterrence, prevention, cargo recovery, crimnal

appr ehensi on, and successful prosecution.

Cargo Theft Methods. Primarily during truck transit,
cont ai neri zed cargo shipnments enroute to or fromthe ports of

M am , Los Angel es and Long Beach, and New York/ New Jersey have
been hardest hit by cargo thieves since 1993. Methods of
stealing cargo in transit have ranged from hijacking to fraud.
Hi j acking typically involves seizing the truck and forcing the
driver to give up the load. Fraud techniques are variable but
may i nvolve, for exanple, the presentation of false shipping
docunentation to the cargo owner by an inposter posing as the
carrier contracted to transport the goods. |In California,
typically, entire containers are stolen during a cargo theft
incident. On the East Coast, it is nore conmon for partial |oads



to be stolen by thieves exploiting weaknesses in the contai ner
seal i ng nechani sns, according to John Tichenor, a senior marine
i nsurance specialist with Cl GNA Conpani es.

Exporting Stolen Cargo. Law enforcenent authorities have | earned
that cargo theft gangs commonly sell to stol en goods brokers
operating legitimate export/inport shipping or warehousing
operations. Such "front" conpanies play an essential role in
cargo theft by facilitating the receiving and trafficking in

stol en merchandi se. A broker provides conceal nent for crimnal
enterprises and enables cargo thieves to avoid the exposure which
cones fromtrafficking stolen goods. The transnational character
of cargo theft is becomng increasingly evident. Merchandi se
stolen in one country is being consigned for export as a
"legitimate" shipnment and trafficked in the formal or informa

mar ket s of anot her country.

Transnational Organized Crinme. |Investigations have |inked
crimnals involved in cargo theft with transnational drug
trafficking and noney |aundering activities. Cargo theft is also
a growng problemin other countries. For exanple, during one
month in 1995, cargo theft hijackings in Italy accounted for

| osses amounting to $4 million, and in Singapore -- $1 mllion.
Much of the international cargo traded with Russia is

transshi pped through the Port of Tallin, Estonia. The Russian
organi zed crime problemin Tallin is considered serious.

Organized Crinme Infiltration. The transportation industry needs
to screen its enployees very carefully. Richard Mosquera, a
chief of one of the FBI's organi zed crinme/drug operations
sections, states that La Cosa Nostra (ethnic-Italian organized

crime inthe US) is still athreat in this country. It controls
or has influence over one hundred | abor unions at the |ocal and
national |evel, including the transportation industry. An

executive with a major insurance conpany has expl ai ned that
menbers of cargo theft gangs have infiltrated the major shipping
conpani es. They have al so bribed vul nerabl e enpl oyees to give up
route schedules, bills of lading, or other critical information.

Vul nerabl e Shipping Information. One of the |argest protection
and indemity clubs for shipowners is the West of England Ship
Owmners Mutual Insurance Association. It cautions that access to
information on the contents of containers is a conponent problem
in cargo theft and recomrends that shipping lines restrict such
information. Electronic data interchange (EDI) enabl es shi pping
transactions to be conducted entirely froma conputer term nal
linked to a data network. Transactions include booking freight,



tracki ng shipnments, billing custoners, and clearing custons. EDI
is, therefore, a potentially rich source of shipping information
to cargo thieves and nust be adequately protected.

A nodern marine term nal contai ner operation is dependent upon a
central conputer data base to track arrivals and departures

bet ween the vessel and the port gate. A container is also
tracked in this way as it noves through storage and handling
areas. At each transaction in the cycle, specific details
identifying each container are entered into or generated by the
conput er data base, electronically and in hard copy. The
information includes the container's current |ocation and
ultimate destination. Also extracted during that process, is

information fromthe ocean bill of lading, which is available on
the export | oad' s dock receipt. The ocean bill of |ading
contains a description of the cargo (e.g., "...packages said to

contain..."). It serves as a collection docunent enabling a
foreign buyer to receive a shipnment fromthe carrier by sinply
show ng proof of identity.

COMMVENT: The Maritinme Adm nistration (MARAD) is worKking
cooperatively with industry and | aw enforcenent to counter the
probl em of cargo theft occurring during internodal phases of
transport. MARAD intends to anal yze cargo theft data pertaining
to selective port related geographic areas. In addition to
recently established industry data bases, such as Cargo TIPS,
several have al so been conpiled by | aw enforcenent authorities.
Most notable are those pertaining to cargo theft in Southern
California, New York City/New Jersey vicinity, and South Fl ori da.
Law enforcenent task forces in these areas have devel oped
regi onal cargo theft data bases as products of their
i nvesti gations.

Anal ysis of cargo theft incidents can provide identification of
patterns and trends in the industry's vulnerabilities to cargo
thieves. The transportation industry can use that information to
reassess its risk and inplenent operational inprovenents in the
security of the shipping cycle. By increasing deterrence and
prevention, transportation providers, freight forwarders, and

shi ppers will constrict the opportunities for cargo theft.

The FBI Overseas. To confront the threat of transnational

organi zed crine, the FBI has increased its international

presence. Its coordination wwth U S. intelligence agencies, now
very active in gathering crimnal intelligence on international
organi zed crime groups, offers the prospect of future successful
efforts in this area. Potentially, nultilateral coordination may



reduce theft and trafficking of U S. cargoes abroad as well as
i ncreasi ng recovery of those cargoes.

The FBI continues to counter the crimnal activities of organized
crime groups operating in the United States. The FBI al so
expects to assist other countries in dealing with groups

i ndi genous to their countries which also are inpacting on the
United States. Legal attaches fromthe FBI are stationed in U S
enbassi es overseas to coordinate the bureau's investigative
interests. Wth about 70 agents in 24 offices around the world,
the FBI is attenpting to increase the nunber of its offices to 47
(i ncluding Estonia) and agents to 110 in the near future.



STOMVWAYS - Maritine Industry Faces G owi ng R sk O Stowaways
Smuggl ed I n Containers As Refugees |ncrease

The risk for ports and ocean carriers is being elevated by the
forced mgration of mllions of people worldw de, now classified
as refugees. Adding to that risk is the increased use of
containers in organized crimnal conspiracies to snmuggle
transnational asylum seekers to the West. It is probable,
therefore, that an increasing percentage of refugees will becone
ocean stowaways to escape their situation. Consequently, the
integrity of international maritinme comrerce is jeopardized in

t he process.

The urgent tenpo of nodern shipping, the small crews aboard
cont ai ner ships, and ineffective security in many ports and
container termnals makes maritine transportation vul nerable.

St owaways result in service disruption and revenue | osses for
cont ai ner vessel operators, which typically are held legally
responsi ble for repatriation. Sone stowaways have posed a threat
to the crew and the safe operation of the ship. And, in nunerous
cases, stowaways have died during the voyage, further del aying

t he vessel

The problemis conpounded because snugglers prefer to use

containers for the ocean transport of illegal aliens.

Previously, large groups of illegal aliens were nassed on board
vessel s dedicated to a cl andestine voyage. But several
spectacul ar m sadventures since 1994, -- sone involving nore than
200 people, -- have changed the logistics. Today, snaller groups

of mgrants are assenbled and noved in a nultitude of attenpts

al ong conplex route networks. The mgrants rely upon forged
travel docunentation and perneate commercial transportation
flows. Oten the node of transportation is changed several tines
bet ween the country of origin and the country of destination.

| MO Recognition. During the 50th session of the United Nations
Ceneral Assenbly in Novenber 1995, the International Mritinme
Organi zation (I MD, recognized a resurgence of stowaway incidents
worl dwi de. | MO noted the trend toward snuggling of aliens by
ship using containers. Also noted was the role played by
transnati onal organized crinme. | MO concluded that the

ci rcunstances constituted a serious threat to the safety of life
at sea. |IMOrecognized the need for an international agreenent
regar di ng where and how st owaways woul d be di senbarked and how
their return or repatriation should be organized. At its 1997
session, the IMOintends to develop a resolution for adoption to
reduce the increasing problemof stowaways and ensure their
proper treatmnent.



U. S. Bound Chinese. Since 1991, Central Anerica has becone a
primary intermedi ate destination for staging illegal aliens prior
to organi zed attenpts to snuggle theminto the United States. A
cooperative international |aw enforcenent effort recently

di srupted a | arge scale alien smuggling operation in Central
America. Smugglers were noving at | east 10,000 illegal aliens
fromoutside Central Anmerica through the region each nonth
enroute to the United States. Working cooperatively through
enbassies in Ronme, Mexico Cty, and Bangkok, investigations by
the U S. departnents of State and Justice, resulted in successfu
term nation of the snuggling operation.

Chi nese aliens, nostly from China's coastal Fujian province near
Hong Kong, account for the |argest group being snuggled. Moving
on forged visas, they travel from China through Southeast Asia
and, for exanple, Ansterdam and Cuba before reaching Centra
Anerica. Their intended destinations are Fujianese ethnic
enclaves in major cities such as New York and al so those in
Europe and Australia. Large overseas ethnic popul ati ons provide
cover and facilitation to the novenent of illegal mgrants

t hrough such enclaves. |In Panama, for exanple, there are 100, 000
Chi nese in residence.

Smuggl i ng Aboard Ship. The West of Engl and Ship Oaners Mt ual

| nsurance Associ ation has issued an assessnent of the worl dw de
stowaway threat to its nenbers, titled "Stowaways: Regi ons of
G eatest Risk" (Loss Prevention Bulletin 1/1995-96). West of
Engl and found the nethod of operation enployed to snuggle

st owaways aboard ship to be strikingly simlar in ports
wor |l dwi de. The report includes sonme of the common nethods used
i n smuggl i ng stowaways, for exanple:

- Stowaways al nost invariably hide inside containers,
- Roll-on/roll-off vessels are al so popul ar because they
prove to be easily accessible in sonme ports,
- Loose port security controls enable nost attenpts to gain
access to full and enpty containers waiting to be
| oaded,
- Sophi sticated snuggling efforts are placing stowaways in
containers during the freight forwardi ng phase, before
delivery to the marine term nal
- Conplicity of corrupt port and vessel personnel enable
st owaways access to enpty containers in stacking areas,
then fraudulently record them as checked and secure;
st owaways are gai ni ng access di sgui sed anong, and ai ded
by, crews of legitimte port workers and often board
vessels with stevedores.



Hi gh-Ri sk Areas. According to West of England and the Baltic and
I nternational Maritinme Council (BIMCO, stowaway activity is nost
preval ent in Western Europe, sub-Saharan Africa, Peru, and

Col ombi a. Stowaways tend to avoid ships manned with Russi an,
Cerman, Japanese, or Chinese crews. The nost popul ar
destinations are western and northern Europe, Canada, and the
United States. The nationalities of stowaways in |argest nunbers
i ncl ude East Europeans, Kurds, Nigerians, Al banians and others
fromcountries farther east.

Preventive Measures. West of England reconmends that speci al
attention should be given to the integrity of container seals.
It recommends physically inspecting the seals and recordi ng and
verifying container seal identification nunbers. Marine

term nals should conduct a detailed seal and door exam nation
when a container enters the port and repeat the inspection

al ongsi de the vessel just before loading. If found, stowaways
shoul d be interrogated to establish their port of enbarkation,
their identity, the location of conceal ed docunentation, and

ot her personal details.

Tighter port security, better |ocal |aw enforcenent, and nore
government al cooperati on were recomended as keys in conbating
the international epidem c of ship stowaways by Thomas Fitzhugh
Executive Director of the Maritime Security Council. Speaking at
t he American Association of Port Authorities annual neeting on
maritime security issues in January 1995, Fitzhugh al so
recommended i nproved physical access controls at term nal
facilities in port areas and at vessels. He also advised special
nmoni tori ng of warehouses and cargo storage areas, as well as
stevedoring crews and others with port and vessel access.

Maritinme Crew Fraud. A nethod of smuggling illegal inmmgrants
into Europe was reported to BIMCO in 1994. It involves arranging
a fal se crew change for a nonexistent vessel. The scamturns on

a port agent's failure to verify the existence of the vessel and
the true identity of the principal contracting the services. The
agent is requested to arrange for new "crew nenbers” to be
cleared through immgration. Once that is done, the "vessel" is
reported del ayed and the "crew' of illegal immgrants are

di scovered to have vani shed.

Fal se Docunentation. The transnational operations of organized
crimnal groups are dependent upon fraudul ent docunents, such as
passports and visas. |Inspectors of the U S. Inmmgration and

Nat uralization Service (INS) intercepted 170,000 fraudul ent
docunents in 1993 at ports of entry alone. The seized docunents



i nclude counterfeit passports, fake visas, and false alien
regi stration cards. Russian organized crinme groups have becone
adept at form ng front conpanies and exploiting U S. "L" visas
for "intraconpany transfers."”

Honduran imm gration officials discovered that at |east 20,000
natural i zation cards used to obtain Honduran passports and
residency cards, were printed illegally and sold for between

$25, 000 and $50, 000 each, prior to 1994. The buyers were Chi nese
smuggl i ng organi zations in Hong Kong. These schenes are

i ndi cative of the growi ng sophistication and financial scope of
smuggling in illegal aliens.

Transnational Organized Crinme. Alien snuggling rings are
believed to be associated wth organi zed crime groups in China,
Hong Kong, India, Pakistan, and Central Anmerica. Snugglers from
Vi et nam and Chi na are anong the best established with the nost
sophi sticated nethods. Chinese syndicates, which control Asian
heroin snmuggling to the West, reportedly now al so nonopolize the
traffic in illegal immgrants. These syndicates are finding it
nearly as lucrative to snmuggle aliens, and with fewer risks.

U S officials have estinated there are about 50 Chi nese gangs

i nvol ved in smuggling people. The main groups are the "14K" in
Hong Kong, and the "Flying Dragons” based in Taiwan. The price
paid to snugglers by mgrants from China, India, and Paki stan has
been as high as $35,000 per migrant. South Anericans seeking
illegal entrance into the U. S., nostly Ecuadorians and Peruvi ans,
pay about $8, 000 per illegal alien.

I nternational Law Enforcenent. A nore vigorous internationa
approach to the investigation and prosecution of traffickers is
needed to curtail alien snuggling in sending, transiting, and
receiving countries. For exanple, crimnal penalties for
snmuggling aliens are often weak, and snmuggling is not even a
crime in many countries. The U S. INS plans to increase

i nformati on exchange with foreign governnents and apply nore

di pl omatic pressure on source countries in particular cases,
according to the agency's conm ssioner Doris Meissner. US.
Deputy Assistant Secretary of State for International Narcotics
and Law Enforcenent Affairs, Jonathan Wner, has stressed the

i nportance of nultilateral cooperation anong governnents.
Bui | di ng networks of diplomacy and | aw enforcenent are necessary
in order to alleviate the alien smuggling problem which Wner
has characterized as "a national security problem not just an
i mmgration problem?"”
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Forced M gration Around the Wrld. There are nunerous factors
responsi ble for forcing mllions of people around the world to
becone refugees and nove away fromtheir hones and countries.

M grants are either refugees, forced to flee because of life-

t hreateni ng circunstances, -- or economc mgrants, -- in search
of inproved enpl oynent opportunities or for other personal
reasons. Both may becone stowaways. The following is a brief
description of the origins and scope of the refugee problem

The United Nations H gh Conm ssioner for Refugees (UNHCR), Sadako
Qgata, has described the root causes of the global refugee crisis
as a conplex mx of circunstances. She cites the main factors to
be econom c, denographic, social, religious, ethnic, and
political processes occurring sinultaneously at the |ocal,
national, and international |levels. WIIliamWod, chief of the
O fice of the Geographer and d obal |ssues, U S. Departnent of
State, has expl ained that each refugee flow is unique. However,
typically, forced mgration occurs disproportionately in the
countries with the nost mserable |iving standards.

There are few commercial maritime regions in the world inpervious
to the invasive threat of stowaways. According to the UNHCR, in
1994, the locations and nunbers of major refugee popul ati ons were
estimated to include: Africa (7.5 mllion), Europe (6 mllion),
Asia (5.7 mllion), and the Americas (1.4 mllion). In 1996, the
total nunber of refugees around the world was estinmated at 27
mllion people, according to Phyllis QOakley, U S. Assistant
Secretary of State for Popul ati on, Refugees, and M gration.

Al so, refugees internally displaced wwthin their country of
origin were estinmated to total an additional 20 mllion.

Econom ¢c mgrants were estinmated to nunber over 100 m |l lion.

COVWMENT: Multilateral Action. In order to conprehensively attack
the stowaway problem its contributing source cause -- the influx
of refugees -- nust be addressed and alleviated. That requires a
mul tilateral and interdisciplinary approach. Coordination with
multilateral groups addressing various other aspects of the alien
smuggl i ng problem w || enhance prospects for creating real
solutions for the international maritinme industry. The G oup of
Seven Nations/P-8 Senior Experts G oup on Transnational Organized
Crime, for exanple, is one such group. It issued a report in
April 1996, which addressed alien smuggling. The G oup
recommended that all countries should increase |iaison postings
and enable inmm gration services in the fight against

transnati onal organized crinme and its involvenent in alien
smuggling and trafficking in forged and stol en docunents.
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The international maritinme industry must, of course, inprove its
port and vessel security, enhancing both physical and el ectronic
controls in order to constrict the opportunities for exploitation
by alien snugglers. However, all sectors of industry involved in
maritime trade and governnent nust al so recognize the need to
assist in alleviating the root causes of refugee mgration.

Until that occurs, the incidence of stowaways on ships is likely
to increase.

The Maritinme Adm nistration and the U S. Departnent of
Transportati on support a governnment/maritime industry partnership
wi th the shipping, insurance, and transportation sectors to
systematically address the stowaway problem Only through a
determ ned cooperative international effort can the exploitation
of commercial ports and ships by those engaged in alien snuggling
be count er ed.
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VI ETNAM - Energence O Vietnam As A Transit Country For Heroin
Traffic I's Exploiting the Containerized Export Trade

The ports of Vietnam are vul nerable to being used by

sophi sticated snmuggling schenes which rely on conceal nent of
narcotics in shipnments of comercial containerized maritine
trade. Snugglers are utilizing front conpanies or exploiting
| egitimate shippers in the process.

Sout heast Asia is experiencing explosive growmh in containerized
maritime trade. Acconpanying that is congestion and
inefficiencies in cargo tracking and custons inspections in |ess
devel oped countries like Vietnam These conditions are providing
snmuggl ers with substantial opportunities at relatively |Iow risk.

Commercial interests in the region are pressuring governnments to
renmove custons restrictions. They want rul es eased on cross-
border novenent of containers, vehicles, and drivers, including
cabotage and transit cargo owned by third-country parties. Such
liberalization will exacerbate the snuggling problem

Al though information is still Iimted about drug trafficking

t hrough Vietnam seizures in the region and in the U S. suggest
Vietnamis being used as a transit point in the flow of heroin.
That conclusion is reported in the International Narcotics
Control Strategy Report, published by the U S. Departnent of
State in March 1996. |In addition, Vietnams Deputy M nister of
Interior, Major Ceneral Le The Tiem recently was quoted to say,
"there have been signs that Vietnam has becone a venue of drug
trafficking and abuse fromthe CGolden Triangle to other parts in
the region and the world as a whole."

Foreign Relations. A conbination of political and econom c
factors has el evated U S. governnent concern regarding the
exploitation of Vietnamas a transit country for Southeast Asian
drug traffic to the West. Vietnamis growi ng foreign trade and
tourism its nmenbership in the Association of Southeast Asian
Nations (ASEAN), and normalization of relations with the United
States are anong the nost promnent. Oher interests include

U S. governnent efforts to pronote trade and business investnent
in the country, and a | arge overseas Vi et nanmese popul ation in the
United States. Richard Carke, Senior Director for G obal I|ssues
and Multinational Affairs, U S. National Security Council, points
out that the financial power acquired by transnational organized
crime groups fromactivities such as drug trafficking, can be
used to undermne the transition to denocracy in new and fragile
gover nnent s.
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U S Trade Interests. President Cinton lifted the trade enbargo
with Vietnamon February 3, 1994. The official opening of the
U.S. Enbassy in Hanoi took place in July 1995, and nornalization
of relations began on August 5. During Novenber 1995, U. S.
Transportation Secretary Federico Peila conducted a trade and
transportation survey of Vietnam conferring with Bui Danh Luu,
hi s Vi et namese counterpart. During his visit, Secretary Pefia
enphasi zed that U.S. conpanies have a conpetitive advantage in
countries with efficient transportation infrastructure. |In June
1995, he called for enhanced maritinme security in the Asia-
Pacific region as one of several priorities to be balanced with
infrastructure i nprovenents. He made that point in his address
to the transportation mnisters of the Asia-Pacific Econom c
Cooperation (APEC) nenber countries during their annual neeting.

In April 1996, the U.S. Departnent of Commerce opened an office
in Hanoi to pronote trade between the two countries.

Preparations to eventually assist U S. conpanies will involve the
U S. Export-Ilnport Bank, which finances U S. exporters, and the
Overseas Private | nvestnent Corporation, which finances and
insures U.S. investors. Sone six billion dollars are said to be
mar ked for projects that offer potential sales opportunities for
U S. firms doing business in Vietnam Mre than 100 U S
conpani es are already established in Vietnam and U S. investnent
is valued in excess of $600 mllion.

Exploiting Trade. Drug snuggl ers obfuscate the origins and
destinations of their shipnments by perneating the legitimte
flows of international commerce. By varying their distribution
patterns and using nmultiple transit points, drug snugglers

i ncrease their prospects for evading contraband enforcenent and
avoi ding priority-country custons inspections.

Al t hough official corruption facilitates drug smuggling, there is
no evidence that it occurs systematically or at a high-level in
Vi etnam  However, corruption renmains a problem anong | ower |evel
police, and trade officials in border areas are particularly
susceptible to bribery to facilitate snuggling. Reports of
corruption have included the necessity of paying bribes to
custons officials and dock workers to clear cargoes at Vietnanese
ports.

Port Congestion. Southeast Asia's container trade is grow ng

much faster than inprovenments in infrastructure. Consequent |y,
severe congestion in marine termnals is causing inefficiencies
related to the processing and control of containers. |Ironically,

a common government response to port congestion is to rel ax
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custons inspections in an attenpt to expeditiously clear

backl ogged cargo. These circunstances create additional
opportunities for unauthorized access to idle or m splaced cargo
and inspire cursory exam nations of shipping docunentation.
These conditions increase the probability that successful drug
smuggling efforts will exploit the legitimte flows of
containerized maritine trade through the country's ports.

Contai ner Trade Gowmh - Asia. On a world basis, 50% of the
total cargo novenment of 4.5 billion tons is now Asi an-rel ated, as
is 50% of the fleet of freight containers. Drewy Shipping
Consultants reported in a recent study that Southeast Asia is now
a key strategic elenent in the global service network of all the
maj or ocean carriers. Asia has shown increases in exports to
Europe, North Anerica, and Japan.

However, nost convenient to drug snugglers is the fact that Asia
has achi eved the nost intensive and conpl ex container feeder
network in the world. Intra-Asian container traffic is forecast
to grow at a rate in excess of 10% a year through 2010, according
to G aham Hooper of Mausell Pte. Ltd., an Australian consultancy.
Sout heast Asia. Container port volunmes in Southeast Asia have
risen dramatically during the last 15 years as the region's share
of world container traffic increased to 15%in 1995, from under
5%in 1980. Drewy forecasts that by 2000, annual worl dw de
cont ai ner volunes in Southeast Asia will reach alnost 35 mllion
TEU (twenty-foot equivalent units). The region will then
represent nearly 18% of gl obal container activity.

Vietnam Vietnam s container traffic rose by 70% bet ween 1990
and 1994, reaching nearly 500,000 TEU. According to Hanburg Port
Consul ting, Vietnamis total throughput of containers at its major
ports could reach 2,588,000 TEU by 2004. That volunme would rely
primarily on the ports of Ho Chi Mnh Cty, Ben Nghe, Saigon New
Port, Da Nang, and Hai phong. |In addition, Vietnam s inland

wat erway system -- 5,000 kilonmeters (km of registered and
managed navi gabl e i nl and waterways in use year round -- carried
36,000 TEU in 1995. That volune is forecast to increase 400% by
2000.

The Heroin Route. Heroin originating in the region where the
borders of Thail and, Laos, and Burma converge, known as the

Gol den Triangle, is snuggl ed east through Laos. It is then
transported southeast to Canbodia and port cities in Vietnam
such as Da Nang. Fromthere, heroin shipnments concealed in
containerized maritine trade are reportedly transhipped in |arge
guantities to destinations in North America, Europe, and
Australi a.
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Distribution of the heroin is controlled primarily by ethnic-
Chi nese crinme gangs, known as Triads or Secret Societies. They
have played a key role in the transshi pnent of Southeast Asian
heroi n through Hong Kong, Taiwan, and Singapore. Triads have
made Bangkok the center for the international marketing of

Sout heast Asi an heroin. However, the new route through Vietnam
is, in part, an adaptation by snugglers to successful
counternarcotics operations in Thail and.

The difficulty of controlling snmuggling in Vietnam whether
narcotics or commercial goods, is further conplicated by the
country's political geography. For exanple, Vietnanis |and
borders total 3,818 km conposed of segnents shared with Canbodi a
(982 km, Laos (1,555 km, and China (1,281 km. Vietnams
coastline extends 3,444 km bordering on the South China Sea.
There are nunmerous opportunities for transiting geographic areas
where contraband enforcenent is | ess effective.

Vietnam's Counternarcotics Efforts. Vietnanese authorities have
been receptive and cooperative to both bilateral and multil ateral
drug control efforts. Anbassador Le Van Bang, Vi etnanese Charge
d Affaires to the United States, spoke to the Wrld Affairs
Counci | of Washington, D.C., on Cctober 30, 1995. He

acknow edged that international organized crine is a grow ng
problemin Vietnam and the country is cooperating with the U S
and nei ghboring countries on counternarcotics efforts.

In May 1995, Vietnam joined with Canbodi a, China, Laos, Burma
Thai l and, and the United Nations Drug Control Program (UNDCP) in
a Menorandum of Under st andi ng on Sub-regi onal Cooperation on Drug
Control. In Novenber 1995, Vietnamis prinme mnister ratified the
Master Plan for Prevention and Control of Narcotics in Vietnam
The Master Plan is funded by the United Nations Drug Control
Program (UNDCP) through 2000. A principle objective of that
project is to inprove the capacity of relevant authorities in
controlling and seizing illegal drugs.

According to the U S Departnent of State's Bureau for

I nternational Narcotics and Law Enforcenent Affairs, severa
reasons contribute to Vietnams vulnerability to the Southeast
Asi an drug trade. They include a |ack of equipnent, training,
and poor coordination anong its |aw enforcenent authorities,

i ncl udi ng custons and border patrol. Despite |limted donestic
resources and a dearth of international assistance, Vietnam has
denonstrated considerable willingness to undertake enforcenent
efforts on its own.
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COMMENT: Trade Analysis. Legitimte commodities have nunerous
characteristics and patterns common to their conmercial shipping
cycle. Law enforcenent attenpts to track and interdict drug

shi pnents consi gned anong cont ai neri zed comrerci al freight by
identifying suspicious transactions. This capability is reduced
in trades that have (a) few custons restrictions and poor port
security, (b) large volunmes of legitimate comercial traffic, (c)
weak contraband enforcenment capabilities, and (d) preferenti al
trade status with an established inporting econony, acconpani ed
by a | ower custons inspection priority. However, systematic

anal ysis of container traffic docunentation, conbined with
investigative intelligence, may reveal transactions which provide
indications of illicit activity.

Counternarcotics Training. |In addition to analytic techniques,
operational training is inperative. Coordinated by the
Department of State, the U S. has begun training efforts with the
Vi et nanmese counternarcotics authorities. For exanple, a course
on basic enforcenent techni qgues was conducted by the U S. Custons
Service in 1995, along with FBI sponsorship of Vietnanese police
officers at the Pacific Region Conference on Asian O gani zed
Crinme. More training is planned for 1996.

Port Security Training & Planning. The Maritinme Adm nistration
(MARAD) and the U. S. Departnent of Transportation support
increased training for foreign commercial port officials through
U S. governnent assistance prograns. Training for port officials
is designed primarily to focus on constricting the opportunities
for the exploitation of comercial maritine trade flows and
enphasi zes deterrence and prevention. Such training is
conplinmentary to | aw enforcenent and custons training which
enphasi zes interdiction.

A training sem nar of this type was devel oped t hrough a MARAD
initiative by the Ofice of Ports and Donestic Shipping to
provi de counternarcotics instruction for port officials in Latin
Anmerica. The course was cosponsored by the O gani zation of
American States and its Inter-Anmerican Drug Abuse Contr ol

Comm ssion. It was funded by the U S. Departnent of State's
Bureau of International Narcotics and Law Enforcenent Affairs and
was taught with an international training teamfrom governnent
and private industry.

Port security nust al so beconme a planning priority in port
operations, commandi ng the attention and resources of port senior
managenent. Port security operations should even be consi dered
in the earliest planning and design phases of new port
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infrastructure construction. This is needed in order to achieve
an operational port environnment which is designed to offer fewer
opportunities for crimnals to exploit comrercial maritinme
cargoes and vessel s.

Wor | dwi de, containerized nmaritinme cargoes are increasingly
targeted by organi zed crimnal conspiracies involved in alien
smuggl ing and cargo theft, in addition to drug smnuggli ng.
Expl oi ti ng weaknesses in port security is central to these
crimes. The associated costs reduce the conpetitiveness of those
affected, including the ports. Inproved port security wll force
crimnal enterprises out fromthe facilitating cover of

commercial trade flows. Crimnal enterprises will then be nore
exposed to | aw enforcenment operations, increasing the prospects
for detection, interdiction, and successful prosecution. The
international maritinme industry can profit by enbracing the
concept that port and vessel security is a marketable commodity.
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